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ABSTRACT
For secure high data-rate communications, fast key generation al-
gorithms are crucial. In this paper, we present a VLSI implementa-
tion of a Non-Linear Feedback Shift Register (NLFSR) for cryptog-
raphy applications. Unlike existing cryptographic key generation
techniques, our NLFSR generates multiple (64 in our implementa-
tion) key bits in each clock cycle. This enables its use in secure,
high speed communications. Our NLFSR is implemented using
a plurality (3 in our implementation) of LFSRs. The outputs of
64 bits from each LFSR are combined using 64 encoded majority
functions, where the majority function used for any bit is changed
at every clock cycle. We demonstrate that our NLFSR can generate
keys which may be used for OC-768 optical fiber communication,
which operates at 40 Gbps. The keys from our NLFSR pass all
the tests in the NIST suite, which is a defacto benchmark used in
industry to evaluate the quality of ciphers.

Categories and Subject Descriptors
B.2 [Arithmetic and Logic Structures]: General; E.3 [Data En-
cryption]: Public key cryptosystems

General Terms
Algoriths, Design, Security
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1. INTRODUCTION & PREVIOUS WORK
In high-speed, secure data communication (such as optic fiber

based communication), data-rates can be extremely high. For ex-
ample, the OC-768 standard for digital communication on optic
fibers operates at 40Gbps. Cryptography key generation at these
speeds is impossible for approaches which generate one crypto-
graphic key bit per clock cycle. This paper proposes a Non-linear
Feedback Shift Registers (NLFSR) based approach to generate cryp-
tographic key bits for such applications.

In secure communications applications, it is customary to gener-
ate a pseudorandom sequence (called a key), and combine the key
with the message to be sent (also called the plaintext). The re-
sulting message is referred to as the ciphertext, and is transmitted
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to the recipient. The algorithm used to combine the key and the
plaintext is referred to as a cipher. Block ciphers can operate on
blocks of plaintext, while stream ciphers operate on the plaintext
in a streaming fashion. The ciphertext is ideally undecipherable
by unintended listeners. The intended receiver would decrypt the
plaintext message by using the same key that was used during trans-
mission. A common cipher uses a bit-wise XOR operation of key
bits and plaintext bits, as shown in Figure 1. The original message
is decrypted using the same cipher and key that was used during
encryption.

message
plaintext

ciphertext
messageKey Generator

Cryptographic

Figure 1: Cipher structure

Pseudo-random number sequences are often generated using lin-
ear feedback shift registers (LFSRs). LFSRs are attractive due
to their simple implementation in hardware, and their fast perfor-
mance. LFSRs possess several appealing mathematical properties.
For example, LFSRs of length n whose characteristic polynomials
yield maximum length sequences (m-sequences) cycle through all
2n−1 nonzero states before repeating a state. Each bit of the LFSR
state exhibits a uniform probability of 0 and 1, in a random se-
quence [3]. As a consequence, LFSRs are commonly used in VLSI
testing and other non-secure applications. The main drawback of
LFSRs in the context of cryptography is their linearity – through
cryptanalysis, the structure of an n-bit LFSR can be inferred by ob-
serving 2n consecutive bits of its sequence [14]. Therefore, LFSRs
cannot directly be used in cryptography applications.

Cryptographic key generation is therefore done using a non-linear
feedback shift register (NLFSR). Such a NLFSR either utilizes a
non-linear function for the next state feedback and/or for the output.
For NLFSRs with non-linear feedback functions, Fibonnaci or Ga-
lois implementations are commonly used. These types of NLFSR
have been shown to be more secure than LFSR in cryptanlaysis at-
tacks [5]. In a Fibonacci implementation, all bits except the last is
shifted each cycle as in a normal shift register. The last bit is up-
dated according to a non-linear function of the previous bits. The
Galois implementation can be considered a generalization of the
Fibonacci implementation. Each bit in a Galois implementation
is updated according to its next-state function, which a non-linear
function of the previous bit and up to k other bits. Galois is faster
than Fibonacci because the propagation time for smaller function of
individual bits in Galois is reduced compared with the large feed-
back function in Fibonacci. However, the mathematical properties
of such NLFSRs are harder to reason about. The construction of
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the feedback function for large NLFSRs, with guaranteed maximal
length sequences is an extremely difficult task [7].

Hence most NLFSRs implement strong pseudo-random sequences
using one or more LFSRs by combining the states of these LF-
SRs, or by clocking the LFSRs in a modified manner (such as
in the A5 cryptographic key generator [12]). A combining based
scheme takes the outputs of several LFSRs (or different memory
elements of a single LFSR) to produce the NLFSR output. The
clock controlled NLFSRs use irregular clocking of one or more of
the LFSR(s), based on some subgenerator or based on some func-
tion of the LFSR state. As an example of the latter method, the
A5 cryptographic key generator consists of three LFSRs, where a
specific clocking bit from each LFSR is used to compute a majority
output. The clocking of each LFSR is done only if its clocking bit
matches the majority output. The output of the A5 cryptographic
key generator is the XOR of the last bit of each LFSR [12]. General
problems with clock-controlled schemes are their reduced periods
and hence an increased linearity of the NLFSR output.

If a NLFSR is derived using LFSRs, then the mathematical prop-
erties of LFSRs can be leveraged to derive analytical guarantees of
the NLFSR performance. A LFSR also has the advantage of the
high speed and ease of implementation. In this paper, we therefore
derive our NLFSR by using a plurality of LFSRs, whose states are
combined using a non-linear function, to generate the NLFSR state.

For our approach, we introduce an alternative type of block cryp-
tographic key generator. Unlike stream ciphers which output 1
bit per clock cycle, our NLFSR outputs n bits per cycle. Two
of the most well known block ciphers are Data Encryption Stan-
dard (DES) and Advanced Encryption Standard (AES), both de-
veloped for the US government. DES takes a 64-bit block size
of plain text and transforms it through a series of iterative subsi-
tution and permutation functions (Fiestel Network) into ciphertext
of same size [4]. DES is considered insecure due to its relatively
short key length (56-bit key), but still useful for some applications
in RFID and financial transactions [11]. AES is considerably more
secure with a block size 128-bit and key-size of 128, 192, or 256
bits. It is based on substitution permutation network and also con-
verts a block of plain text into ciphertext and through a series of
substituion, shift, mix, and combination tranformations. Hardware
evaluation results show throughput of DES = 1161.31 Mbps and Ri-
jndael [6] (AES candidate) = 1950.03 Mpbs (0.35µm process) [8].
Area in number of gates are DES = 54,405 and AES = 612,834,
which is large due to complexity of the tranform functions. In
contrast, our NLFSR has been simulated at speeds supporting 40
Gbps throughput and with lower device count, estimated ∼ 40,000.
Hence our NLFSR can be used in high bandwidth secure commu-
nications such as OC-768 optic fiber based communication (which
has a data-rate of 40 Gbps). This is accomplished by combining
n bits from three LFSRs using multiple encoded majority (non-
linear) functions. A fourth LFSR (which is clocked at the same
rate as the other 3 LFSRs) randomly selects the encoded majority

function that is used to generate the ith bit of the NLFSR.
Cryptographic key generators are typically evaluated using the

NIST test suite [1], a standard benchmark used in industry. We test
our NLFSR against this test suite, and have found that the results
pass each of the 12 unique tests (and the 162 variants of these tests)
from the NIST test suite. The tests in the NIST test suite were de-
veloped to evaluate AES candidates for securing sensitive govern-
ment data [13]. These are among the most stringent tests available
in industry, and are routinely used to test cyptographic algorithms.

The key contributions of this paper are:

• We have developed a NLFSR for block cryptographic key
generation. Our NLFSR generates multiple (n = 64) out-
put bits per clock cycle. The NLFSR consists of 3 LFSRs,

whose ith bits are combined with an encoded majority func-

tion to generate the ith NLFSR bit. A fourth LFSR is used
to change the encoded majority function used to generate the

ith NLFSR bit, at each clock cycle.

3 LFSRs

Majority function
NLFSR output

L1 (length n1)

NLFSR (length n)

L2 (length n2)

L3 (length n3)

Figure 2: Block Diagram of our n-bit NLFSR

• The NLFSR utilizes 3 LFSRs (as well as a fourth LFSR
which is used to select a new encoded majority function dur-
ing each clock cycle), with guaranteed asymptotic maximal
length properties.

• Our NLFSR (with n = 64) has been tested against the NIST
test suite, and successfully passes all tests.

• We have implemented our NLFSR in SPICE [10] using a
65nm PTM [2] process technology. The resulting implemen-
tation operates with a delay of 380ps (pipelined) or 680ps
(unpipelined). The resulting speed is 2.63 GHz (pipelined)
or 1.47 GHz (unpipelined). Since our NLFSR generates 64
bits per clock cycle, it can be used to generate cryptographic
keys at the rate of 168.32 GHz (pipelined) or 94.08 GHz (un-
pipelined), easily sustaining the data-rates for secure OC-768
optic fiber communication, which operate at 40 Gbps.

The remainder of this paper is organized as follows. Section 2
describes our NLFSR design, while Section 3 reports experimen-
tal results, including results from the NIST tests as well as SPICE
simulations. Finally, in Section 4, we make concluding comments
and discuss further work that needs to be done in this area.

2. OUR APPROACH
As mentioned previously, LFSRs have some key weaknesses if

they are used in the context of cryptographic key generation. In
particular, the LFSR polynomial can be discovered in 2n cycles,
where n is the order of the LFSR polynomial. At the same time,
however, LFSRs have several desirable properties in the context of
random number generation. In particular, a maximal-length LFSR
with a characteristic polynomial of order n goes through all 2n−1
states before repeating a previously generated state. Also, on aver-
age there are n/2 transitions between consecutive cycles. Further, a

maximal length LFSR has a run of length k with probability 1/2k .
Finally, LFSRs have simple, fast and efficient hardware implemen-
tations, using shift registers with feedback connections.

For all these reasons, the proposed NLFSR utilizes LFSRs, whose
outputs are combined using non-linear functions. In particular, we
utilize 3 LFSRs (L1,L2 and L3) of varying lengths n1, n2 and n3,
as shown in Figure 2. The length of the NLFSR which is gener-

ated from these 3 LFSRs is n≤min(n1,n2,n3). The ith bits of each

LFSR (Li1,L
i
2 and Li3) are connected to a majority function (shown

at the bottom of Figure 2), and the output of this majority func-

tion is the ith bit of the resulting NLFSR. Note that the majority
function is non-linear, hence the combined state of the n majority
outputs therefore results in a NLFSR. Since the LFSR have lengths
n1, n2 and n3, and each LFSR polynomial is selected such that the
LFSRs generate maximal length sequences, the length of the m-

sequence of the composite LFSR is 2(n1+n2+n3). The 3 LFSRs are
shifted every clock cycle, thereby generating n new output bits in
each clock cycle. In our experiments, n is chosen to be 64.

Note that in general, the number of LFSRs can be chosen to be
more than 3 (not necessarily odd). Also, the size of the NLFSR can
be chosen to be greater than 64.
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Figure 3: 64-bit NLFSR with Encoded Majority Function Blocks

We next assert that the NLFSR has an asymptotically maximal
length sequence. To claim this proof, assume that in any clock cy-

cle j, the state of LFSR Li is V
j
i . The NLFSR operation is denoted

as N j = M(V
j

1 ,V
j

2 ,V
j

3 ), where M is the bitwise majority function.
We need to show that the probability that the NLFSR output does
not repeat within the composite m-sequence of the 3 LFSRs can be
made asymptotically low. In other words, we need to show that for
two different clock cycles j and k in the composite m-sequence of

the 3 LFSRs, p(M(V
j

1 ,V
j

2 ,V
j

3 ) =M(V k
1 ,V k

2 ,V k
3 ))→ 0 for an appro-

priately large n.
To show this, we note that for the majority function computing

the output of the ith bit of the NLFSR, the output will be the same

across two clock cycles j and k if at least two of the sets {V
j

1 ,V k
1 },

{V
j

2 ,V k
2 }, and {V

j
3 ,V k

3 } contain identical values. We denote the

condition where V
j
p = V k

p (p = 1,2,3) as ”S”, and V
j
p 6= V k

p is de-

noted as ”D”. Hence, the output of the majority function for the ith

bit can be equal across the jth and the kth clock cycles if the inputs

to the ith majority function are all same (SSS), or one input is differ-

ent (SSD, SDS, DSS). Since the probability of the ith bit changing

in any of the 3 LFSRs across the jth and the kth clock cycles is 1/2,
the four input combinations (SSS, SSD, SDS, DSS) which cause

for majority output to remain same across the jth and the kth clock
cycles all have a probability of 1/8. Hence the probability of the

majority output bit being the same across the jth and the kth clock
cycles is 1/2. Therefore the probability that entire NLFSR output

(for all n bits) is same across the jth and the kth clock cycles is
1/2n . With large enough n, this probability can be made arbitrarily
small. For our implementation, with n= 64, this probability is 4.21

× 10−20.
With the architecture described above, initial testing of our cryto-

graphic keys against the NIST test suite failed the BlockFrequency
test. Although the n output bits were different between adjacent
clock cycles, contiguous groups of these n bits remained the same
due to the shifting of the LFSR state. To avoid this, we modified our
cryptographic key generation scheme, such that the majority func-
tion in the NLFSR is changed to an encoded majority function that
is different for each bit position in any clock cycle. Further the en-
coded majority function for any bit position changes at each clock
cycle. An encoded majority function in our approach is a function
of 3 inputs, with 4 minterms mapped to the logic ”1” value. If we
use more than P LFSRs in our implementation instead of 3, the en-

coded majority functions would be functions of P inputs, with 2P−1

minterms mapped to the logic ”1” value. As a result, P need not be
an odd number.

Assuming a NLFSR output length n = 64 and 3 input LFSRS,

we need 64 encoded majority functions ( fM0 − fM63). Each encoded
majority function has 3 inputs (one from each LFSR). The num-

ber of unique encoded majority functions possible is 23
C4 = 70, of

which 64 are chosen for our implementation at random.

In our implementation, the ith bit of each LFSR is used as an

input to the ith output function block. Figure 3 illustrates (on the
left) the structure of the left-most output function block. As shown
in Figure 3, in each output function block, the inputs are connected
to all 64 encoded majority functions and a 64-1 multiplexor selects

one of these functions for the ith bit NLFSR output. The selection
signal is controlled by XOR-ing the bit index position with the 6-bit
vector output of a 6-bit LFSR (shown on the left of Figure 3). The
6-bit LFSR is clocked every cycle and the output is shared by all
64 output function blocks (only one such block is shown on the left
of Figure 3), so that all bit positions select a unique and different
encoded majority function every cycle.

3. EXPERIMENTAL RESULTS
Several bitstreams of random numbers (with a sequence length

of q =200,000) with different LFSR lengths (>64) and initial seeds,
were generated and run through the NIST test suite. The NIST test
suite consists of several statistical tests, each checking for a differ-
ent type of randomness. The 12 major tests are listed in Table 1. In
addition, there are variants of these tests (totalling 162), which are
included in the test suite. The results of these tests are reported as a
set of p-values. The pass/fail criteria is set by a significance level α.
If the p-value of any test is less than α, then the cryptographic key
sequence should not be accepted as random. NIST recommends
that α = 0.01 be used for all tests. Default test settings were used,
with exception of block size, which was set to 20K (0.1×q as rec-
ommended by [9]) and 64 bits (which is the size of our NLFSR).
All 162 NIST statistical tests passed, and the results are reported in
Table 1. For brevity, only a subset of the results are shown.

Statistical Test P-VALUE

Frequency 0.739918
BlockFrequency 0.122325
CulmativeSums 0.350485

Runs 0.066882
LongestRun 0.350485

Rank 0.534146
FFT 0.213309

OverlappingTemplate 0.035174
ApproximateEntropy 0.534146

Serial 0.350485
LinearComplexity 0.739918

Table 1: NIST Analysis Results

The NLFSR output function block was implemented to deter-
mine its delay and gate count. For this paper, a 65nm process
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Figure 4: PLA Implementation for Output Function Block

PTM [2] technology, with copper interconnect and low-K dielec-
tric is assumed. The circuit for the output function block consists
of a dynamic NOR-NOR PLA (Figure 4) which produces all 64
encoded majority functions, and a 64-1 MUX, implemented us-
ing NMOS passgates. In the PLA, each complemented minterm is
implemented in the ”AND” plane, and drives the horizontal word
lines in the figure. For each input variable, there are two vertical
bit-lines, one for each of its literals. The outputs are implemented
in the ”OR” plane, on the right of the figure. A self-timing word
line wire (the topmost wordline of Figure 4) is added to provide a
delayed clock for the OR plane. This prevents the shorting of the
outputs during the precharge phase of the clock. The multiplexor
is a straightforward design using NMOS pass transistors. The to-
tal number of devices in the output function block is 562 (i.e. the
total number of devices in the MUX and the PLA). For the PLA,
the delay was measured from clock to the output using SPICE [10]
simulations, and was determined to be 300ps. The multiplexor de-
lay was measured to be 380ps. Hence the resulting implementation
operates with a delay of 380ps (if it is pipelined) or 680ps (if it is
left unpipelined). The resulting speed is 2.63 GHz (pipelined) or
1.47 GHz (unpipelined). Since our NLFSR generates 64 bits per
clock cycle, it can be used to generate cryptographic keys at the
rate of 168.32 GHz (pipelined) or 94.08 GHz (unpipelined), easily
sustaining the data-rates for secure OC-768 optic fiber communi-
cation, which operate at 40 Gbps. The total estimated device count
for our NLFSR is ∼ 40,000, which is significantly smaller than
existing block ciphers [8].

4. CONCLUSIONS
We have present an implementation of a NLFSR for high through-

put cryptographic key generation. Our NLFSR generates 64 key
bits in each clock cycle, enabling its use in secure, high bandwidth
communications. Our NLFSR is implemented using several LF-
SRs. The outputs of 64 bits from three LFSRs are combined us-
ing 64 encoded majority functions, and the majority function used
for any bit position is changed at every clock cycle determined
by a fouth LFSR. We demonstrate that our NLFSR can generate
keys which passes the NIST suite, which is the industry benchmark
to evaluate quality of ciphers and pseudo-random number genera-
tion. In addition, we detail and simulate a hardware implementation
which can be used for OC-768 optical fiber communication, which
operates at 40 Gbps. As the demand for data communication in-

creases, our NLFSR is an effective and efficient approach towards
fast key generation necessary for secure high data-rate communi-
cations.
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